Note: ComAp cloud API v 1.1 are using the ComAp Cloud Identity and OAuth2 protocol for
authentication.

Please see. https://oauth.net/2/ for Oauth2 protocol documentation.

This Guide describes how to use APIS on developer portal. You can use API by your own apps
too in machine to machine mode of course.

Note: If you are switching to API v 1.1 from API v1 is recommended to switch in short period as
possible to avoid potential data loss. We recommend making one subaccount, where you can
all configure and test. Then simply move units and switch.

How to use ComAp Cloud
ldentity in the ComAP cloud

API’s

First, you must register the application and generate a secret. It's a one-time action, just the
secret must be renewed before the end of the validation period.

Step 1

e Enroll Comap Cloud Identity if you don’t have it yet. You can do it on the https://www.comap-
control.com

ComAp a.s., U Uranie 1612/14a, 170 00 Prague 7, Czech Republic
Registered in the Commercial register maintained by the Municipal Court in Prague, Section B, file 18788

www.comap-control.com


https://oauth.net/2/
https://www.comap-control.com/
https://www.comap-control.com/
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Step 2,
e Sign in to the https://portal.comap.cloud.

Welcome to the ComAp Cloud API developer portal!
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Step 3
e Navigate to the API section

e Then to ComAp Cloud Identity API

ComAp> . Proe

Welcome to the ComAp Cloud API developer portal!

Developers can discover and learn about ComAp API. Just sign up for an API key and start consuming this"API right away!

API is available in our 3 months Trial account or in all Pro accounts.
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APIs

0 Search APIs

Name

ComAp Cloud Identity API methods allow users more granular control for REST
accessing ComAp Cloud applications secured by ComAp

Cloud Identity provider.

Group by tag

Description Type

WebSupervisor API - v1 REST

WebSupervisor API - v1.1 REST
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Step 4

Register application

ComAp >

Navigate to the “Create application registration” POST method and use “Try it” button

ComAp t} more #Ps Producs

ComAp Cloud Identity

£ Search operations

API definition > Changelog

Group by tag ComAp Cloud Identity provider.

posT Authenticate

PosT Create applicationreg...

Create application registration

ComAp Cloud ldentity

API methods allow users more granular control for accessing ComAp Cloud applications secured by

Create application registration for signed-in identity

posT Create application sec..

DEL  Delete application regi... Application
Delete application secr...

GET  Get application for sig..

Request

POST  https://websupervisor.azure-api.net/identity/application

Response: 204 No Content

“ComAp Cloud Identity” value choose “Implicit” value. In the pop up please fill your ComAp Cloud

Identity e-mail and login if you are prompted

Authorization values are filled automatically by MS Bearer token (work just for identity API, not

possible to use this token for other APIs aka WSV etc. )

i e sl euiiug [ e e e e s

Home Ps Products

ComAp Cloud Identity

L) ComAp Cloud Identity
Changelog

API methods allow users more granular control for accessing ComAp Cloud appl
ComAp Cloud Identity provider.

P Search operations

Group by tag

posT  Authenticate

Create application registration

Create application registration for signed-in identity

Authenticate

POST Create application reg...

posT Create application sec..
peL  Delete application regi...
posT Delete application secr...

GET  Get application for sig...

Request

POST https://websupervisor.azure-api.net/identity/application

Response: 204 No Content

Application successfully created.

applicationfjson
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POST /application

Authorization ~

Authorization Comap Cloud Identity

server:

Authorization (impl;’cii 9
flow:

Parameters .

-+ Add parameter

Headers .

(&,Lthnr‘i:ation ) ( ------------------------------

~+ Add header

D s
D
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Then click to “Sent” (roll down).

If you obtained “201” HTTP status code, your application was created.

Keep the “clientld” value for later usage.

HTTP response

HTTP/1.1 281 Created

cache-control: no-cache

content-length: 64

content-type: application/json

date: Thu, @7 Dec 2023 13:08:42 GMT

gexpires: -1

pragma: no-cache

strict-transport-security: max-age=31536000; includeSubDomains
x-ms-client-tracking-id: @8584996523678576243636693067CU144
¥-ms-correlation-id: 6f6904e8-7011-4f40-8005-8b539bdefele
¥-ms-execution-location: westeurope
¥-ms-ratelimit-burst-remaining-workflow-writes: 1362
¥-ms-ratelimit-remaining-workflow-download-contentsize: 97612736
¥-ms-ratelimit-remaining-workflow-upload-contentsize: 97612748
¥-ms-ratelimit-time-remaining-directapirequests: 4540855
¥-ms-request-id: westeurope:6f6904e8-7011-4740-8005-8b539bdefele
¥-ms-tracking-id: 6f6904e8-70811-4f40-3005-8b53%bdefele
¥-ms-trigger-history-name: B8584996523678576243636693067CU144
®-ms-workflow-id: 130a943b118f4c5dadledaceds8d9ade
%-ms-workflow-name: AADB2C_CreateApplicationForIdentity_HTTP
%-ms-workflow-run-id: ©8584996523678576243636693067CU144
®-ms-workflow-system-id: /locations/westeurope/scaleunits/prod-242/
workflows/130a943b110f4c5dadl edacedss49ade
®-ms-workflow-version: 08585004291150883105

"clientId": "@9524261-e278-46df-bb86-781325127d15",
"secrets": [J
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Step 5

e Create secret

ComAp >

e Navigate to “Create application secret” POST method, and click on “Try it” button

e If you are logged in your Comap-Key Value are prefilled

e “ComAp Cloud Identity” value choose “Implicit” value. In the pop up please fill your ComAp Cloud

Identity e-mail and log in if you are prompted
e Authorization value are filled automatically

e Fulfill the JSON in the Request body section:

"clientld": < ---clientID from previous step--- >",
"secret™ {
"displayName": "< ---your name of secret--- >",

"duration™; "2y"

ComAp Cloud Identity

L] ComAp Cloud Identity

API methods allow users more granular control for accessing ComAp Cloud appl
ComAp Cloud Identity provider.

R Search operations

Group by tag

Authenticate

Create application secret

Create application regi... ) , i .
Create secret with optional display name and validity

POST Create application se.. |
peL  Delete application regi... Application Secrets

Delete application secr..

Get application for sig...

Request

POST  https://websupervisor.azure-api.net/identity/application/createse

Request body

application/json

SecretCreate

Name Required Type Description
clientld true uuid GUID of application
secret.displayN... false string Optional secret dis|

Then click on ,Sent* button (roll down).
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Authorization ~.

Authorization

server:

Authorization
flow:

ComAp Cloud Identity

(impl;’[]‘t

>\

Parameters ~.

-+ Add parameter

Headers .

(CDH:Ent—TypE

) Cappl;':a:ior\r‘jsun

) w

(LLthum:atiun ) ( ..............................

D s

~+ Add header

Body

Reguest body format

Sample request body

@® Raw

O Binary

SecretCreate

-

{
"client1g”: eos24/( D - A .
shisntld
“secret”: {

"displavang’ s "string’
\ “duration™: “"2y"
p
0]
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In the API response you obtain your secret. Maximum secret age period is 2 years

HTTP response

Ul HTTP/1.1 200 OK

cache-control: no-cache
content-length: 184
content-type: application/json
date: Thu, @7 Dec 2023 13:20:18 GMT
expires: -1
pragma: no-cache
strict-transport-security: max-age=31536860; includeSubDomains
x-ms-client-tracking-id: 08584996516695310490830180384CU203
x-ms-correlation-id: f@d8desz-5dd1-4823-9173-a45683b26ac3
x-ms-execution-location: westeurope
¥-ms-ratelimit-burst-remaining-workflow-writes: 1362
x-ms-ratelimit-remaining-workflow-download-contentsize: 97612616
x-ms-ratelimit-remaining-workflow-upload-contentsize: 97612614
¥-ms-ratelimit-time-remaining-directapirequests: 454201
x-ms-request-id: westeurope:fod8das2-5ddl-4023-9173-a45683b26ac3
x-ms-tracking-id: f@d3de82-5dd1-4823-9173-a45683b26ac3

€ x-ms-trigger-history-name: 08584996516695310490330180384CU203
x-ms-workflow-id: bec@56c5ddc04490a74932745ch23832
w-ms-workflow-name: AADB2C_CreateSecretForApplication_HTTP
x-ms-workflow-run-id: 88584996516695310490830180384CU203
x-ms-workflow-system-id: /locations/westeurope/scaleunits/prod-48/w
orkflows/becB56c5ddca4490a749a2745ch23832
x-ms-workflow-version: @8535004290718517867

"displayMame": "string"
"endDateTime": "2825-12-07T13:20:18.06979812",
"hint": ".En",

"secret": ".En8( ",
"secretId": "9acd63c

Keep “secret” value for later usage.

Step 6

e Obtain Bearer token

e Navigate to “Authenticate” GET method

e “Tryit” button

e If you are logged in your Comap-Key Value are prefilled

e Fulfill the JSON in the Request body section:

Guideline for the ComAp Cloud Identity
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“clientld": "< ---clientID from previous steps--- >",

"secret"; "< ---secret from previous steps--- >"

ComAp Cloud Identity

[]

P Search operations

ComAp Cloud ldentity

API definition Changelog

AP| methods allow users more granular control for accessing ComAp Cloud appl

Group by tag ComAp Cloud Identity provider.

PosT  Authenticate

Authenticate

Get token based on provided clientld and secret

Authenticate

posT Create application regi...
posT Create application sec..
peL  Delete application regi...
posT Delete application secr..

GET  Get application for sig..

Request

POST https://websupervisor.azure-api.net/identity/application/authenti

Request body

application/json

Authenticate
(=)o

Name Required Type Description

clientld true uuid GUID of application

e Then click to “Sent” button

Note: ComAp Cloud Identity value is not necessary to fill.

In the response you obtain JSON

{ "token_type": "Bearer", //Type of token

ComAp >

server:

Authorization
flow:

(implicii D

Parameters ~.

-+ Add parameter

Headers ~.

) Cappll[aiionr'json
(}lu,thorlzatjmy ) C ------------------------------

—+ Add header

((Dnt?nt—Ty‘pe

) s
D

Body ~.

Request body format @ Raw O Binary

¢
{

clientid”: “ess2aze1 (D : D .
“secret”: ~ Ens /D

}

Sample request body

i

"expires_in": 3599, // expiration period default is 1 hour

"ext_expires_in": 3599, // expiration period default is 1 hour

"access_token":

T koo ok oK oK oK ok ok ok ok ok oK oK ok ok ok ok K oK oK oK ok ok ok o oK oK ok ok sk ok o oK oK ok ok ok ok o oK oK oK ok ok ok kK oK ok ok K oK oK ok ok ok kK Kok ok
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I HTTP response

HTTP/1.1 286 OK

cache-control: no-store, no-cache

content-length: 1115

content-type: application/json; charset=utf-&

date: Thu, 87 Dec 2023 13:28:48 GMT

expires: -1

p3p: CP="DSP CUR OTPi IND OTRi OML FIN"

pragma: no-cache

strict-transport-security: max-age=31536000: includeSubDomains
x-content-type-options: nosniff

¥x-ms-ests-server: 2.1.16798.9 - NEULR1 ProdSlices
¥-ms-request-id: bfbd8@b2-229b-4h75-b847-bbaa572e1e00
¥-xs55-protection: @

"token_type": "Bearer",

"expires_in": 3599,

"ext_expires_in": 3599,

"access_token": "eyJ@eXAiOiTKV1QiLCThbGciDiTSUzIINiIsImtpZCI6Il
QxU30tZE ThkxNGExZCOBNDO
2xvZ21uLmip¥3J
MTZ1MTUBY 2E1MG

RkL3YyL pan kTNTOyOCwiZXhwI joxN
ZAx0TUSMzI4LCThawsi0i JBU1FBMi84VKFBQUFkRKtOeEpKNXhaT JheUkIMc28vb3Y5
WPy YBNRQVNTcndYMDZSM1 FkdDVvPSISsIMFECCIBT JASNTIOM Y xLWUyNzgtNDZkZ11
1¥jg2L TCAMTMYNTEYNZ2QxNSISIMFECGF jeiI6I JEILCTyaCIal JAUQVHNNQVPZNmEST]
FScDBtVjRSYmhWTXBRM1Ix52tmbEZSR1ZNczdzZ0g50UpjRjRQQUFBLIISINRpZCIAI
JOBYTRMZTYZLTEXZD)END1hNy@SNWUXLTE2ZZTE INGNhNTBKZCISInYBaSI6 InMvQz12
NXMpZFVINFI3dXFWeTRIQUEILCT2ZXI10iIyL jAIfQ. mIIYudLLvEADUOWXDTLEES jd
pbvVgalc@bIPKSPshuA_ATHCoKNmI3zDn3HjRIM7DgeSgWRTwWexTASh-UTMKkTwT 2U0
AIWEPAzeWRHVITCaWTg9LzEFBf tvTQtChY20B-FSCTLcwdp-Wez jaa233AKBg4sr23w
zneaycRBwiJJT4GA_q1xHngnQbSBsb4hf5333inf IIQkTrlUBeMPxHZwtUALyozH1ghS
i_wsgoMTkdpUy1mzzp6ol 5X1RErujPOkpzXkoy8_ZakMxXx00Qz9jY70c9Z689uP MW
r 9-3TtX4dt jbnYSpTAYx3183URStikpYhQvYubBkIww2 I5pqUBE"

1

}
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Note: Now you have all to use API version 1.1 navigate to APIS —> v 1.1 Choose the method
which you like to use and fill “Authorization” by Bearer token in this format :

“Bearer eyJ0eXAiOiJKV1QILCIhbGciOiJSUzI1NilsimtpZCl6lilLSTNROWS5OUjdiUm9m#***++~

Guideline for the ComAp Cloud Identity
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